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CRITICAL INFRASTRUCTURE PROTECTION (CIP)

CRITICAL INFRASTRUCTURE PROTECTION (CIP) is 5-day / 40 hour off-the-shelf formal training program that
was developed in accordance with guidelines from the 2006 National Infrastructure Protection Plan (NIPP) to
provide the requisite skills for personnel tasked with the demanding duties of providing anti-terrorism, force
protection, and physical security services for critical infrastructure facilities.

This course is primarily presented in lecture format; however, students will participate in planning situational
training exercises and be tasked with the development of security plans. Students are presented with modern day
real world case studies relative to urban terrorism incidents and are provided with the skills-sets for identifying,
detecting, deterring, and defeating urban-based threats. Students will be taught how to develop anti-terrorism and
force protection plans in order to reduce the risk of loss to personnel, equipment, and facilities and develop
procedures to detect and deter planned terrorist actions before they take place, thereby mitigating the probability
of a terrorist event.

Graduates of this course will be thoroughly qualified to develop anti-terrorism, force protection, and physical
security plans in order to develop pro-active critical infrastructure protection strategies.

COURSE CONTENT includes, but is not limited to the following:

Case studies

Threat analysis

The terrorist and criminal threat

Operational security

Vulnerability assessments

Personal security

Crisis management planning

Emergency evacuation planning

Physical security

Terrorist incidents

Roles, responsibilities, and duties of security personnel
Anti-kidnap procedures

Hostage survival

Force protection zones

Methods of demarcating zones

Counter-surveillance methods

Security personnel training

Opposing Forces (OpFor) and Red Cell exercise planning
Situational Training Exercises (STXs)

ACCREDITATION:

Recce Group is approved and recognized by the South Carolina Criminal Justice Academy (SCCJA) as an
institutional service provider of training. Our InstSP number is 301.

PREREQUISITES:

Course is restricted to credentialed U.S. government agencies and armed forces, U.S. Department of State-allied
agencies and armed forces, law enforcement, public safety, security, and tactical emergency medical support
organizations. Students must provide credentials verifying affiliation with above-listed organization(s). Minimum
age for enroliment is 18.

Students should be in average physical condition and have no debilitating medical conditions or any medications
that could affect physical ability and judgment.
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CRITICAL INFRASTRUCTURE PROTECTION (CIP)

METHOD OF EVALUATION:

Students must score 75% on a final written examination and successfully complete all performance objectives.
MANDATORY STUDENT EQUIPMENT:

Note: Equipment may be leased or purchased upon request and advance notice.

e  Tactical uniform or casual attire

e Notebook and writing utensils

e Copies of your organizational security plans / SOPs (if available)

OPTIONAL STUDENT EQUIPMENT:

e Lap top computer / portable printer

STUDENTS RECEIVE:

e  Student manual
e  Graduation diploma upon successful completion of all performance objectives.
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